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This course provides a foundational understanding of the international standard for implementing measures to
protect Personally Identifiable Information (PIl) using the controls outlined in ISO 27018:2019. Through this course,
you will gain a solid grasp of the standard's fundamentals, including the extended, additional, and privacy-specific
controls applicable to the protection of Pll for public cloud service providers. It serves as an excellent starting

point for exploring other courses within the information security management family of standards.

FOR WHOM?

This course is aimed at:

* Anyone who wishes to understand and introduce the ISO 27018:2019 into their organisation, as an
extension to scope of existing ISO 27001 certification.

e Anyone working within an organisation which is a public cloud computing service provider acting as a Pl
provider.

e Anyone interested in upskilling their knowledge of the ISO 27001 family of standards.

COURSE CONTENT
e How to understand the content, structure, and application of ISO 27018:2019.

* How ISO 27018:2019 relates to the information security management family of standards, such as ISO
27001, 1SO 27017, and ISO 27701.

e How to understand the importance and applicability of the relevant controls of ISO 27018 to your
organisation, with particular focus on additional controls, extended, and privacy controls .

OBJECTIVES

The e-learning course is structured in alignment with ISO 27018:2019 and focuses on four key areas of study:

e QOverview: This section covers the history of the standard, its relationship to other standards (such as ISO
27001:2022 and ISO 27017), a glossary of key terms, and the benefits of ISO 27018:2019 certification for
your organization.

¢ Extended Controls: This section explores the extended controls within the standard, providing detailed
context on the requirements and associated guidance.

¢ Additional Controls: Building on the extended controls, this section delves into the information security
controls found in Annex A of ISO 27018:2019. It provides insights into each control, along with specific
guidance for implementing public cloud PII protection for every individual control.

¢ Privacy Controls: Lastly, this section addresses the specific privacy controls in the standard, offering
comprehensive information on each control and its implementation.
PRACTICAL INFORMATION
We recommend taking up to half a day to complete the NQA E-Learning courses, but users may take more or

less time depending upon their own needs and learning styles.
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The information contained in this document is subject to change. The most up-to-date and complete details concerning this course -
including content, dates, location and price - are always available on our website: www.vincotte-academy.be.

Registrations are processed exclusively via the website. By registering, you agree to our general conditions and the training regulations,
which are also available online.

(*) The effective duration of an online training is difficult to determine. Please allow time to take notes and review the videos (if you wish).
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